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IDme Express, provided byortalGuard is an identity management solution that provides single
sign-on (SSO)self-service password resets, and mukfactor authentication. This portal also
provides SSO authentication for othef TU services, such as iLearn and Office365 webmailhe
following guide will outline how the portal can be used, and will show the stepsto navigate it.
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Before Getting Started
This process takes approximately 10 minutes to complete. The use of a smartphone/mobile app is
optional. It is recommendedto register with a desktop or laptop computet
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Registration
If you have never enrolled in the password portal, you will need to nagate to the following
website:

https://idme.tntech.edu/

IDme Express

Username

Password
Username

First Time User? Click-togjn to Register

Password

] Login

First Time User? Click Login to Register. = Ctiange Password | Forgot Password

: Need help? We have a self-help guidel
Login

Qhénqe Password | Forgot Password

B Need help? We have a self-help guide! v lon, 3

The page s IDmaBxplesy eiard psu r, pith &xpress in ttabcs along with the
uni ver s iTheregare twotexgboxesfor username and passwordpne button for Login, and
three additional links: Set Password, Forgot Passwordnd selfhelp guide. There may also be
other notices for advisory information.

IDmeExpresgdesktop(left), andDmeExpress mobiléright)

The portal utilizest he TTU Account, which is commonly refe
Provide the proper credentials andselectthe Login button to proceed. As dirst-time user, a

prompt to enroll will be shown, asking to collectinformation, which will be used as an alternative

way to accesshe TTUaccountif usersare locked out or forgettheir password.These include

security questions, an alternate noAT TU email addresspr a mobile authenticator application.

The steps are documented further below.

The portal uses a technology called r€APTCHA, which is an added security feature poevent

unauthorized access against robotsSelectthe checkboxd d m n o tyto bBegin. Oders taybe
presented with a task, such as snaltake sevealtrlestd he b
complete. As an alternative, an audio challenge is available which plays a sound clip. Type the

words played from the audio into the box to complete the challengeWhenthe verification is

complete, a green checkwill be entered into the box. Selectthe Continue button to move

forward.
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SET PASSWORD

Please provide your current password then click the 'Continue' button

Username joeuser

Password

Please answer the CAPTCHA below
™

/" tminot arobot

Continue

EMAIL ENROLLMENT.

Yoli must login using One Time Passcodes (OTP) sent to your emall

Please enter your cufrent password and email address to enroll. A test OTP will be'sent immediately for e

confirmation.

Any email address containingntech.edu will be blocked. Attempting to do so will result in a red
warning explaining the issue. In the event that the TTU account becomes locked or otherwise

naccessi

bl

e

a code can be

sent

to the al

identity. If users do not have an alternate email, there are several free options available.
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ENROLLMENT -EMAIL ADDRESS

Please enter your current password ‘and an alternate non-TTU email address to
enroll. A test will be sent i i for {

’
Email Domain Cannot Be Used > S

The domain for the provided email address is n¢ ’d\lgwabls. Please enroll a
different email address. \r\

Username

Email Address joeuser@tntech.edu \O\ ]

»>o
Continue

When a valid address has been entered, select the Continue button. A etime passcode (OTP)
will be sent to the alternate non-TTU email. This is to verify the user can access the mailkpas
well as verify that the address is legitimate.

ONE TIME PASSCODE REQUIRED.

A One Time Passcode (OTP) will bé delivered as an email to:
boooooocoo @ company.con

It could take 10 to 15 seconds to be delivered. Upon feceipt, please enter the OTP below fo continue.

Username  joeuser

One Time Passcode

Problems with the OTP?

Please confirm the OTP in the requested field, and select the Continue button. The OTP is case
sensitive. | f successful, a green prompt will ¢
contnue | ogging in.y Click the |Iink to proceed.

The next prompt for enrollment should be for security question enrollment, otherwise known as
¢ Ch al Questione Rlease provide your current password to continue.
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End-User Self Service
Please answer at least 3 of the 15 questions below.
NOTE: Answers must be at least 4 characters long.

Username joeuser

-~ Please choose a question --

-- Please choose a question -

-- Please choose a question --

v{:\:;

Cancel ;
LA

Answers remaining: 3 optional

It is required to select and answerthree security questions. The answers are not caseensitive,

but do require at least four characters to completeYou cannot set an answer that contains a word

from the question. Users cannot choose the same question more than ond&henall questions

have been selected and answeredselect the Continue button. If successful,a green promptwill

confirm a success, and display the messageTr y t o conti nue | topmgpdeadg i n.

The next prompt for enrollment should be for Mobile AuthenticatorEnroliment. This step is

optional, but highly recommended for speed and ease of usdhis steprequires asmartphoneor

tablet, and also requires downloadinga mobile authenticator application. To register this later or

skip, select the Skip button. Cheak n g t h e ¢ FoappresaRreemitnidyer sy wi | | not
menu again during future logins.
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